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ABSTRACT: Another name for vehicular ad hoc networks (VANETS) is intelligent
transportation systems. In order to increase traffic flow efficiency and road safety, VANET
makes sure that wvehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I)
communications are accurate and timely. VANET's high mobility and open wireless
boundary make it susceptible to malicious nodes attempting to enter the network and
launch serious medium access control (MAC) layer attacks, including replay, denial of
service (DoS), impersonation, and Sybil attacks. This might compromise network security
and privacy, impair legitimate nodes' ability to communicate information throughout the
network, and increase the number of traffic fatalities. Consequently, a unique blockchain-
based safe trust-based architecture
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applications to the users, most of which

1. INTRODUCTION

Vehicle ad hoc networks (VANET)
emerged as a subset of a mobile ad hoc
network (MANET) application. VANET
is considered a substantial approach for
intelligent transportation systems (ITS) .
VANET has recently been the focus of
various researchers in the wireless
mobile communication field. The aim of
VANET is to provide inter-vehicle
communication and roadside units to
vehicle communication to increase road
safety and improve local traffic flow and
the efficiency of road traffic by providing
accurate and timely information to road
users.

There are two  types of
communications in VANET, which are
vehicle to vehicle (V2V) and vehicle to
infrastructure (V2I) communications .
The on-board units (OBUs) and road
side units (RSUs) in VANET establish a
connection among themselves with the
help of  dedicated  short-range
communication (DSRC) in a single or
multi-hop communication .

VANET offers various services and

are concerned with the safety of the
drivers, infotainment, and navigational
aid . There are two types of information
sharedin VANET: safety (vehicle speed
warning, curve warning) and non-safety
information  (value-added  comfort
application) . By default, safety
information is given a higher priority in
VANET as compared to non-safety
information, since safety information
notifies drivers of expected dangers to
allow an vehicles enter and exit
highways, they require certain safety
information, such as traffic congestion
and road conditions, to make decisions
on which route to take to their
destination. It is essential that this
information be delivered in a timely
manner; otherwise, it could lead to
delays in reaching the destination safely
. In certain scenarios, some malicious
nodes refuse to relay or even
intentionally modify the required safety
messages before transmitting to the
requesting user, which could result in
longer delay or fatalities. Besides this,
characteristics of VANET (e.g., high
mobility, volatility) which are distinct
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from other wireless communication
networks have caused VANET to be
susceptible to numerous internal and
external attacks . Due to the
decentralized structure and dynamic
topology of VANET, the security of the
vehicles, users, and data has become
essential, since the identification of
malicious or faulty nodes or users has
become difficult . In VANET, vehicles
exchange sensitive information and
traffic changes with each other

However, a lack of authentication of
this information can result in malevolent
attacks which present harm to drivers .
However, for messages to Dbe
authenticated, the wvehicles in the
network are tracked for their
identification and whereabouts at any
given time , compromising the privacy
of the users. Hence, there must be a
perfect balance between authentication
and preserving the privacy of the users .
Several researchers have developed
various techniques for preserving
privacy, such as pseudonyms and
anonymous authentication , which could
achieve the goal of preserving the
privacy of the users, as long as the
pseudonyms cannot be linked to the user.
Nevertheless, these schemes may not be
very secure, because reported traffic
information can be utilized to link the
pseudonyms to the users, as vehicles do
not change their pseudonyms during
information exchange . Not only that, the
availability of abundant valid
pseudonyms for each vehicle makes
VANET vwvulnerable to attacks, such as
Sybil attacks, as the pseudonyms could be
used to correctly authenticate non-existing
vehicles . Although solutions that can
provide secure communication channels
against external attacks are available,
trust management and privacy protection
for vehicles are still open issues for
VANETSs . Therefore, designing a secure
VANET demands that three key
elements be  considered—security,
privacy, and trust —to reduce or prevent
any attacks in the network. This paper is
organized as follows. Section 2 presents
the related work. Section 3 explains the
motivation of the proposed approach. In
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Section 4, the proposed blockchain in
VANET is presented and the simulation
environment is set-up in Section 5,
followed by the performance and
security analysis of the proposed
solution under results and discussion in
Section 6. Finally, Section 7 concludes
the paper, along with future work.

2. PROPOSED BLOCKCHAIN IN
VANET

Many academicians and researchers
are drawn to blockchain technology for its
enormous benefits to be gained in vast
fields, including academics, finance,
medicine, and banking. To be precise,
blockchain is a technology that is
technically comprised of an unlimited
number of blocks that are connected in
a sequential order to form a
blockchain. As this technology is
potentially beneficial for expertise in
vast fields, it has also gained the interest
of many in resolving critical information
dissemination issues in VANETSs.
Bitcoin cryptocurrency is the underlying
support of blockchain technology that
emerges from the decentralization and
distribution of a computing paradigm
that has the ability to provide privacy
and security in peer-to-peer (P2P)
networks . In the VANET environment,
this technology is a vital part that helps in
managing the ground truth of information
for automobiles due to the fact that any
automobiles in the system can access the
past event lists and its information if it is
placed in the public blockchain.

The proposal is to generate a scheme
whereby the trustworthiness of node and
message passing in VANET is
guaranteed by placing them in a public
blockchain to act as a ground truth for
other automobiles. The application of an
existing blockchain to the VANET system
is not sufficient, as event messages as a
transaction form are adopted instead of
the  bitcoin  transaction for the
cryptocurrency feature. The reason for
the variation made to the transaction is
to ensure the suitability of features for
the VANET system as an assurance of
providing security  for critical
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information dissemination and resolving
the VANET issues. The variation
method adapted adds new blocks based
on event messages, similar to transactions
in Dbitcoin, apart from the hashing
sequences of blocks to be connected in
chronological order to the blockchain.
The scalability and timeliness of
message dissemination is ensured in this
system by implementing a local
blockchain with independent chains
from different geographical regions. A
public blockchain is considered to store
and manage all the node and message
trustworthiness information given in a
geographical region. Based on the type
of blockchain, which could be either
public or private, a different set of
blockchain consensus mechanisms are
offered. Therefore, the security and
scalability level of the blockchain also
depends on the vital role played by the
consensus mechanisms.

3. CONCLUSIONS

VANETS have received an enormous
amount of attention from both researchers
and the vehicular industry due to their
potential in delivering information to
provide safety and infotainment
messages to drivers and passengers.
Unfortunately, trust management for
vehicles is still an open issue in
VANETs. Therefore, this research
proposed a secure trust-based blockchain
architecture to effectively mitigate
several network attacks while preserving
the privacy and security of the users in
VANET. The proposed solution was
developed to mitigate networks attacks,
such as message fabrication,
impersonation, DoS attacks, and Sybil
attacks, while maintaining the privacy of
the users in VANET. The blockchain
technology in the proposed solution uses
timestamps and hashing techniques to
maintain the freshness of the messages
delivered. These techniques minimize
message fabrication or modification
attacks, as the timestamps record the
time a message is delivered, while
hashing secures the message against
tampering by  malicious  nodes.
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Furthermore, the proposed solution also
uses a message rating and credibility
approach via the blockchain technology.
The message rating and credibility
approach ensures trust management
among Vvehicles during information
exchange in VANET. Any vehicle that
communicates fake messages to other
vehicles in the network will be rated
with  low values, decreasing its
credibility. Vehicles with a lower trust
value than the threshold value will be
rejected from the network and their
vehicle certificates will be revoked. The
performance of the proposed solution
was evaluated via simulation using the
Veins simulation tool under two settings,
which were without denial of service
attacks and with denial of service
attacks. From the simulation, the
proposed solution was found to perform
better than the benchmark algorithms in
terms of the PDR against increasing
number of nodes in the network. The
simulations showed that the proposed
solution experienced up to 98% of PDR
when there were no attacks launched in
the network, while during attack, the
proposed solution incurred up to 94% of
PDR. Interestingly, the proposed
solution experienced a similar delay of
0.130 s over increasing number of
vehicles in the network, with and
without network attacks. Despite the
improved performance of the proposed
solution, this study was still bound to
several research limitations. First, the
proposed solution was only implemented
and evaluated on one component of the
intelligent transportation system—
vehicular ad hoc network (ITS—
VANET). Future works should include
deployment of the proposed solution in
autonomous vehicles and deployment in
a  multi-junction  road  network.
Cooperative-ITS (C-ITS) is another
component of ITS that supports
connectivity and cooperative awareness
of road users, which can be achieved
with  regular exchange of safety
information among users . In the future,
C-ITS will be a possible application to be
integrated with the proposed solution and
to investigate the performance of the
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solution in  enabling

cooperative awareness in VANET.
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